NetEnclaveTM

Crisis Communications

Provide protected, highly resilient, non-affiliated
communications during crisis events.

The Challenge
Enterprise level cyber-attacks continue to increase dramatically
and natural disaster can happen at any time.
In today’s fast- paced, connected environment,
it is essential for executives and business units
to be prepared to respond and quickly recover
critical business functions. Beyond protecting
their systems, business executives must
communicate securely as they investigate,
remediate and continue operations during
cyber incidents, natural disasters or other
unexpected business disruptions.

Regulated industries and U.S. Government have a
clear and growing need for protected, out-of-band
communications. The financial services industry
has a new and urgent regulatory requirement for
banks to re-establish critical business functions
within two hours of a cyber incident or crisis event.
The White House has also suggested that all critical
USG functions and U.S. critical infrastructure have
backup communications during emergencies.
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NetAbstraction’s Response
NetAbstraction’s NetEnclave Crisis Communications solution builds
upon our flagship platform, Network Privacy-as-a-Service, to provide
unique and patented methods for protecting your systems and
helping you stay connected during any emergency situation.
With NetEnclave, your organization’s
communications are safeguarded by our
resilient emergency communications network, and our
customers look to us to outsource the administrative
complexity of acquiring and
managing their emergency communications
and ensure they are properly maintained.

NetAbstraction’s NetEnclave solution offers
unique and patented methods for protecting
your systems and helping you stay connected
in the event of a cyber incident, major
catastrophe or natural disaster.
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NetAbstraction Overview
NetAbstraction’s patented
network design is unique in
the marketplace.
Based on the philosophy:
“if they can’t find you…
they can’t attack you,”
NetAbstraction lowers
your cyber-attack profile
and traceability.
As a cloud-based platform,
NetAbstraction’s Network
Privacy-as-a-Service protects
your enterprise’s physical
network and communications
infrastructure, keeping you safe
from threats that arise from using
commercial network providers
(the information grid or “Internet”).

NetAbstraction provides a secure, dispersed,
Software-Defined Network (SDN) on top
of commercial providers’ infrastructure.
This shields you from vulnerabilities within
commercial infrastructure, making the
NetAbstraction network impenetrable to
malicious actors. And NetAbstraction does
all of this while meeting or exceeding carrierclass performance.
NetAbstraction protects your identity
and provides additional security for your
communications on the Internet. Our
patented design obscures and varies network
pathways while protecting customer identities
and systems via implementation of SDN
virtualization across multiple cloud providers.
NetAbstraction provides secure, varied and
non-apparent network connectivity, a range
of identity management and persona attribution
options to alter or reduce the cyber-attack
profile, and system designs to help control
customer information held within commercial
cloud provider databases.
In addition, NetAbstraction augments the
multi-layered security capabilities provided
by the commercial cloud providers, to include
implementing dynamic security policies to help
ensure that malicious traffic is not allowed to
enter the network.
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Some specific benefits provided by the NetAbstraction network implementation:
We disguise your network communications pathways:
if they can’t find you…they can’t target you!
We dynamically shift your network: it is hard to identify or hit a
moving target. We shift our customers’ communications on a
regular basis or dynamically in response to a perceived cyber threat.
We use a new tunneling protocol that is misidentified as normal TCP
traffic, enabling the tunnels to hide, (become lost), within the traffic
of the commercial provider networks.
We use multiple providers/technologies and geographic locations to
disperse and layer your points of possible attack.

By controlling the routing through our network, we are able to protect our customer’s
identity and location, optimize the path and improve overall performance.

We protect your identity by providing alternate subscriber information,
which is exposed in commercial providers’ databases.

We logically isolate each customer’s communications on top of our physical
infrastructure, hiding the customer network topology from any external scrutiny.
By creating a virtualized network, we decouple the logical network from the
commercial provider’s physical network. The logical decoupling of virtual
servers from the physical network reduces the opportunity for attackers
to reach resources connected to the network. It also isolates the logical
network from vulnerabilities inherent in the physical network infrastructure.

We regularly rotate and exchange the infrastructure that
we use to establish our physical infrastructure.
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How NetAbstraction Works
Cloud infrastructure is acquired using identity management domain
expertise that NetAbstraction leadership gained through our
background in the U.S. Intelligence Community.
We are cloud agnostic and always implement our network
communications pathways across at least two different cloud
provider networks.

Commercial Cloud 1
Asia

North America

South America

NetAbstraction

Customer Environment

Europe

IP
Destination

Remote
Customer
Environment

Commercial Cloud 2

Dynamically Routed Software Defined Network

We add an additional layer of virtualization in the
acquired infrastructure using containers. We then
deploy the components of our SDN software to
create the Software-Defined Network Layer 2
overlay across the commercial providers’ Layer 3
fabric. We automate the tunneling and provisioning
of the network to dynamically shift and adjust
communications pathways on-the-fly, in real time,
without impacting our customers’ communications.

Our patented ability to control the network routing
protects our customers’ identities and locations,
enhances performance and creates isolated
channels of communications.
The NetAbstraction network, based on VMware’s
NSX product, is a distributed software suite that
creates scalable, fully-featured, virtual networks
that are completely decoupled and independent
from the physical network.
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Security Features
NetAbstraction augments the security capabilities of
commercial cloud providers by:
Dynamically shifting the network
on-the-fly, without impacting our
customers’ communications

Implementing SDN
virtualization to decouple
the logical network from
the physical network.
Advantages include:

Rotating and replacing the commercial
cloud infrastructure and identities on a
frequent basis

Implementing independently controlled
end-to-end logically separated tunnels
for each of our customers as well as
end-to-end encryption, as required

Adding an additional layer of virtualization
within the commercial cloud providers’
infrastructure to provide an independent
layer of protection for our servers

Use of a new tunneling protocol that is
misidentified as normal TCP traffic enabling
the tunnels to hide, (become lost), within the
traffic of the commercial provider networks
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• SDN allows us to efficiently manage
the complexity of establishing and
maintaining the network supporting
the NetAbstraction service. Our
patented design establishes a logical
Layer 2 network across the physical
infrastructure and the ability to quickly
(in real time) shift the network to
mitigate any threats.
• The logical decoupling of virtual
servers from the physical network
reduces the opportunity to attack
resources connected to the network.
It also protects the overall network
from exploitation by a malicious
actor. Because network virtualization
decouples the logical network space
from the physical, the actual network
topology is also hidden from the end
points. Thus, attack efforts cannot
take advantage of weaknesses of the
physical network to further attacks,
such as overloading a choke point or
evade network security devices.
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NetEnclave: Crisis Communications
Enable crisis communications and business continuity networks.
How It Works

Key Differentiators

When your organization’s network and systems are
affected during a cyber incident, major catastrophe
or natural disaster, it is essential to move critical
communications away from your compromised
infrastructure and services to continue operations.

• Highly resilient, completely out-of-band
communications network so you can stay
connected even if your infrastructure is
unavailable or compromised.

Specific capabilities include:
• Acquisition of IT Infrastructure and Services:
Discreet acquisition of domestic and global IT
Infrastructure and services to include Virtual
Private Servers, Bandwidth, Cloud Hosting, Phone
Services, Email, Text, Chat and File Sharing.
• Access Management & Mobile Support: Ensure
your key personnel have access to uncompromised
communications capabilities. Support for multiple
connection methods to include mobile devices.
• Equipment and Procurement Support: Equipment
and procurement support to meet customer
requirements. We can assist your organization
with any procurement actions to provide you with
resilient capabilities on an end-to-end basis.
• Identity Protected Communications: NetEnclave
utilizes our patented NetAbstraction service to
obscure and vary your organization’s network.
We disguise and protect your identity, location,
and provide additional security protections so
you can communicate with confidence.

• Leverages tier 1 service provider first
responder networks so that communications
are always available even during crisis events.
• Highly scalable – surge from
supporting small teams to thousands
of users effortlessly.
NetEnclave is unique in the following areas:
• Provides highly redundant, high availability
private network with mobile access and
global reach
• Scalable architecture to support large
surge operations
• Leverages NetAbstraction shared service
and dedicated infrastructure to compartment
user communications activities
• Extensive operational protections and identity
management tradecraft
• Superior network performance, industry
application and domain expertise
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Key features include:
• Lowered footprint in provider databases through discreet
acquisition of cloud infrastructure
• Additional layers of virtualization and security in cloud
hosting environments
• Obfuscated connectivity to protected
hosting environments

NetEnclave augments the security capabilities
provided by cloud providers by:
• Provisioning of an additional layer or virtualization (abstraction)
within the commercial cloud provider’s infrastructure to provide
increased protection for the NetEnclave virtual servers.
• Establishing centralized security policies that are configured,
pushed to and across each virtual network.

NetEnclave enables the ability to:
• Dynamically place any workload anywhere ― within or between
datacenters. Virtual Machines (VMs) can be in multiple L3 domains
and still be on the same virtual network (same broadcast domain,
L2 adjacency). NetEnclave enables you to work seamlessly across
any/all clouds.
• Efficiently manage physical and virtual workloads ― connect
both managed physical servers and VMs in the cloud to the
same virtual network.
• Provide multi-tenancy with full isolation ― create thousands of
fully-isolated enclaves and virtual networks, with no VLANs.
• Provide dynamic security for cloud deployments ― security policies
are centrally configured, pushed to and enforced at the edge, and
remain intact even as network topology changes and VMs move.
• Provide simplified administration ― centralized, programmatic control
of network service provisioning.
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About Us
NetAbstraction optimizes next generation WAN capabilities for
network privacy, security and performance.
Our patented, cloud-based service protects
communications and data on the Internet and in
the cloud by obscuring and varying our customer’s
network pathways across multiple providers,
protecting their identity and systems, while working
anywhere on any device. NetAbstraction proactively
prevents cyber incidents and enables critical
business activities by isolating and lowering
your organization’s cyber profile on the Internet.
Developed from roots in the U.S. Intelligence
Community, NetAbstraction’s technology is born
from our expertise in designing, creating and
implementing non-traditional and non-attributable
telecommunication networks in support of critical
U.S. Intelligence Community missions.
Now, that same unparalleled technology is available
to enterprises that need to protect their information,
people and networks from the growing pool of
cyber attacks.

The information provided in this document contains general descriptions or characteristics of performance which in case of actual use do not always apply as
described or which may change as a result of further development of the products. Availability and technical specifications are subject to change without notice.
©2020 NetAbstraction, Inc. All rights reserved.
NetAbstraction, the NetAbstraction logo, NetEnclave and “If they can’t find you…they can’t attack you” are trademarks or registered trademarks of NetAbstraction,
Inc. in the U.S. and/or other countries.
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